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Housekeeping Announcements
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Webinar is being recorded.

Slides and recording will be emailed.

Ask questions via the chat.

We’ll get to questions at the end!



Today’s Speakers

• Ann Entwistle, Senor Trial Attorney, Department of Justice 
Consumer Protection Branch

• Lauren Vumbaco, United States Postal Inspector, United 
States Postal Inspection Service

• Samuel Kunjukunju, Vice President, Consumer Education, ABA 
Foundation (Moderator)

aba.com/Foundation | 1-800-BANKERS



Agenda

aba.com/Foundation | 1-800-BANKERS

Money Mule 
Phenomenon

Money Mule Initiative Disruption and 
Prevention Strategies

ABA Foundation 
Resources

Q&A



5

Tackling Money Mules

Ann Entwistle
Senior Trial Attorney

Consumer Protection Branch
U.S. Department of Justice

Lauren Vumbaco
U.S. Postal Inspector

U.S. Postal Inspection Service



CONSUMER PROTECTION BRANCH

• Enforce laws that protect consumers’ health, safety, and economic 
security

• Civil and criminal authority

• Embedded law enforcement agents, investigators, and analysts

• Coordinating role in the Department’s Elder Justice Initiative, 
Transnational Elder Fraud Strike Force, and Money Mule 
Initiative 
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U.S. POSTAL INSPECTION SERVICE
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• Supports and protects the U.S. Postal Service and its employees, 
infrastructure, and customers

• Enforces the laws that defend the nation’s mail system from 
illegal or dangerous use

• Ensures public trust in the mail

• DOJ Transnational Elder Fraud Strike Force – embedded at DOJ 
CPB



Money Mules
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THE MONEY MULE PHENOMENON 
• Growth in transnational criminal organizations targeting 

consumers, businesses, government funds
• Romance fraud, lottery fraud, government imposter fraud, 

technical support fraud, person-in-need scams
• Business email compromise/CEO fraud
• Unemployment insurance fraud/PPP

• Need for U.S.-based financial infrastructure, obfuscation of 
money mule trail 
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WHAT ARE MONEY MULES?

• An individual who receives money, directly or indirectly, 
from victims and sends it, directly or indirectly, to 
perpetrators. 

• An individual who sets up financial infrastructure allowing 
perpetrators to receive victim money.

Someone who relays money 
from victims to fraudsters.
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HOW DO PEOPLE BECOME MONEY MULES?

• Begin as victims of scams, particularly romance fraud and 
lottery scams

• Job posts on online boards, social media—promise easy 
money for little effort

• Recruited by fraudsters to facilitate the scheme
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DIFFICULTIES FOR LAW ENFORCEMENT 

• Volume of individuals involved
• Proving money mule knowledge
• Balancing need to limit victim lists while building 

complicated, international investigations
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MONEY MULE INITIATIVE 

• Eight federal agencies involved
• Coordinated by DOJ Consumer Protection Branch; U.S. Postal Inspection 

Service, Federal Bureau Investigation

• Department of Labor Office of Inspector General, FDIC Office of Inspector 
General, Homeland Security Investigations, U.S. Treasury Inspector General 
for Tax Administration, U.S. Secret Service, Small Business Administration 
Office of Inspector General. 

• Action component – identify, investigate disrupt, prosecute
• Push for public awareness
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SPECTRUM STRATEGY

• Warning letters / Knock and Talks
• Civil injunctive actions
• Criminal Prosecution
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WARNING LETTERS

• Provides potentially unwitting mules information about 
conduct and consequences

• Language formula
• We have reason to believe you are facilitating a scheme.
• Here is what the scheme is and how it works.
• There are potential consequences for such activity.
• Acknowledge receipt.
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CIVIL ACTIONS/ADMINISTRATIVE ACTIONS 
• Civil actions predicated on involvement in ongoing fraud scheme 

can be brought by DOJ under 18 U.S.C. § 1345
• Show of mens rea still required-but to a lesser burden

• Enjoin continued conduct
• Can contain monitoring provisions
• If an order is violated, can see civil or criminal contempt 

  

16



CRIMINAL ACTIONS 

• Criminal charges: mail and wire fraud, money laundering, 
unlicensed money transmitter 
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Key Takeaways for Banks
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PREVENTION AND DISRUPTION
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• Opportunities for 
intervention make a 
difference.

• Public education is 
essential.



DISRUPTING AND SUPPORTING PROSECUTION
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• Notify money mules that their accounts are being used to 
facilitate fraud.

• Educate unwitting mules.
• Provide evidence of criminal intent in support of later civil 

injunctions and prosecution.

• Law enforcement relies on SARs for investigation of money mules.
• Document verbal or written notifications to customers that their 

accounts were being used to move fraud proceeds. 



USPIS Response
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WHAT ARE WE DOING?
• Postal Customer UMT Letter
• Targeted Letter to Identified Individual
• Knock and Talk at Address – KNOWLEDGE OF ACTIVITY
• Civil Injunction or Criminal Prosecution
• Civil Contempt Filings
***MONITOR FOR RECIDIVISM AFTER EACH STEP

• Money Mule Initiative
• Interdictions
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UMT 
EXAMPLE



WHAT IS THE WARNING?
Information collected by the U.S. Postal Inspection Service indicates you may be engaged in 
fraudulent activity that violates state and/or federal criminal laws. The fraudulent activity may 
include the sending and/or receiving of funds (currency, checks, and/or money orders), gift 
cards, and/or merchandise related to a fake lottery or other fraud scheme.

Knowingly facilitating or helping others facilitate a fraud scheme is a crime.  If you continue 
to aid the scheme and/or its operators by sending and/or receiving proceeds, you could be 
subject to civil enforcement actions or criminal prosecution.  Moreover, if you continue 
sending and/or receiving proceeds and merely change your methods of transmitting those 
proceeds, this may be viewed as you seeking to hide your involvement in the scheme and you 
could face additional penalties under federal and/or state laws.  Finally, by transmitting funds 
you may be unlawfully serving as a money service business in violation of state laws and 
Department of Treasury regulations. 
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WHAT IS THE WARNING?
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WE ARE HAVING AN EFFECT
RECIDIVISM and CONTINUED CONDUCT



TRENDS – DEBIT CARDS SENT TO JAMAICA

 Victims open bank account(s) or provide bank account information to receive winnings and send the 
debit card to JM OR Seasonal Workers open bank accounts and send their debit card to 
friends/family in JM OR victims provide PII to the scammer to receive their prize and an account is 
opened online in the victim’s name

 Domestic (mostly 3rd party) deposits (checks and cashiers checks primarily, some wires) and 3 or 
more ATM withdrawals in Jamaica in 3 weeks (95% Montego Bay)

 9-month review: 191 accounts identified (elderly victims excluded – 89%) and $9.5 Million in 
suspected fraud identified
 Referrals to the field for appropriate enforcement action
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Case Study
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TIMELINE

 12/7/2022 – Received suspected JOLT parcel

 12/13/2022 - Sent “Postal Customer” UMT letter to known address (no recidivism)

 2/14/2023 – Target returned home to Jamaica

 6/2023 - Name provided by bank (filed SAR)

 Intel gathering (multiple SARs filed) and Victims identified (lottery, mail gift cards; mailing checks for 
a foundation that promised a car and money)

 2/2024 – referral provided to Jamaica

 3/8/2024 – MOCA – search and seizure
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CONTACT INFORMATION
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Ann Entwistle
Senior Trial Attorney
DOJ Consumer Protection Branch
Ann.F.Entwistle@usdoj.gov
https://www.justice.gov/elderjustice

Lauren Vumbaco
U.S. Postal Inspector
U.S. Postal Inspection Service
LMVumbaco@uspis.gov
https://www.uspis.gov/



ABA Foundation 
Resources



Educational Outreach

aba.com/Foundation | 1-800-BANKERS



Presentation Modules
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Tweets, Posts, and More 
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Animated Videos
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Aba.com/OlderAmericans

http://www.aba.com/OlderAmericansMonth


Money Mule Consumer Resource Page
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www.aba.com/moneymules 

http://www.aba.com/moneymules


Staff Contact

• Sam Kunjukunju
•  VP, Consumer Education
• (202) 663-5418
•Skunjukunju@aba.com 
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mailto:Skunjukunju@aba.com
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