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Today’s Speakers

• Mel Lanning Trumpower, Executive Director, BBB Institute for Marketplace Trust

• Patricia Poss, Senior Attorney, Bureau of Consumer Protection, Federal Trade 
Commission 

• Alvaro Puig, Consumer Education Specialist, Division of Consumer and 
Business Education, Federal Trade Commission

• Gauri Sharma, Vice President, Professional Certifications, American Bankers 
Association

• Samuel Kunjukunju, Vice President, Consumer Education, ABA Foundation
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Housekeeping Announcements

• Webinar is being recorded.
• Slides and recording will be emailed.
• Ask questions via the chat.
• We’ll get to questions at the end!
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2023 BBB Scam 
Tracker Risk Report

Key Findings



BBB Institute for 
Marketplace Trust

Better Business Bureau’s 
501(c)(3) educational 
foundation:
 Marketplace research
 Consumer education
 Fraud prevention 

programs
 Business programs



Report a Scam      Look Up a Scam        Prevention Guide       Recovery Toolkit

A consumer prevention and 
reporting platform:
 Search scams.
 Report scams

BBB.org/ScamTracker



BBB Scam Tracker 
helped people save an 

estimated
$24.3 million in 2023

.



BBB Risk Index



10 Riskiest Scams 
in 2023

#1 – Investment/cryptocurrency
#2 – Employment 
#3 – Online purchase (shopping)
#4 – Home improvement 
#5 – Romance
#6 – Advance fee loan
#7 – Phishing/social engineering
#8 – Credit repair/debt relief
#9 – Tech support
#10 – Travel/vacation/timeshare



#1 Riskiest: 
Investment/ 

Cryptocurrency Scams

• #1 riskiest for ages 45+
• #2 for ages 25-44
• $3,800 median dollar loss
• 80.4% reported losing 

money when targeted



#2 Riskiest: Employment Scams

• #1 riskiest for ages 18-44
• #2 riskiest for ages 45-54
• $1,995 median dollar loss (up from $1,500)



#3 Riskiest: 
Online Purchase 

(Shopping) Scams

• #2 riskiest for ages 18-24 
and 55-64

• Make up 41.9% of all 
reports to BBB Scam 
Tracker

• 82.6% reported losing 
money to this scam type



#4 Riskiest: Home Improvement Scams

• #3 riskiest for ages 55+
• $2,073 median dollar loss (up 

from $1,500)
• 74.7% reported losing $ (up from 

55.3%) 



#5 Riskiest: 
Romance 

Scams

• #5 riskiest overall 
(up from #7)

• $3,600 median 
dollar loss

• More reports 
mentioning 
cryptocurrency



Demographics: Age



Demographics: Age



Highlights: 
Contact Method

• Scams perpetrated online increased 
to 68.4% of all scam types (up 
from 56.5%)

• Top three contact methods:
o Social media (29.3%)
o Website (28.9%)
o Email (18.5%)



• Payment types with highest 
median $ loss:
o Wire transfer ($8,000)
o Cryptocurrency ($3,300)
o Check ($2,625)

• Most reported payment 
methods with a $ loss:

• Credit card
• Bank account debit
• Online payment system

Highlights: 
Payment Method



Impersonated Organizations



Top Emotions

Anxiety/stress top 
emotions for ages 
18-44

Anger top emotion 
for ages 44+



Repeat Victimization
Number of times respondents reported losing money



Other Factors Impacting Susceptibility



Thank you!

Melissa Lanning Trumpower
mlanning@iabbb.org

BBBMarketplaceTrust.org/RiskReport



Top Consumer Protection Issues 
& FTC Resources

Patti Poss | Alvaro Puig
Bureau of Consumer Protection, FTC
March 6, 2024













Top 
Payment 
Methods



Older Adults and Fraud



Annual Report



Annual Report



Annual Report



Anatomy of an Imposter Scam



Scammers say they’re from Amazon, 
calling about a suspicious transaction

Advice for consumers
• Don’t trust the caller ID. Scammers 

spoof their number.
• Worried? Log in to your account.



Scammers say we discovered 
fraudulent accounts in your name

Advice for consumers
• Get your free credit report

– AnnualCreditReport.com



Scammers say we’ll connect you to 
someone who’s going to help you 

Advice for consumers
• Call your real bank, broker, or 

investment advisor if you’re worried
– Use a number you know is real 



Scammers say, “Don’t trust anyone. 
They’re in on the scam.”

Advice for consumers
• No one legitimate will tell you to 

keep a secret
• Talk with someone you trust 



Scammers say you have to transfer 
your money to protect, safeguard, or 
legalize it 

Advice for consumers
• Never move or transfer your money to 

“protect it” 
• Only a scammer will tell you to do that



Scammers say to deposit money in a 
gov’t Bitcoin account, wallet, or federal 
safety locker

Advice for consumers

• Nobody legit will ever insist you get 
cryptocurrency of any kind 



Scammers say to buy gold and drop 
it off with someone

Advice for consumers
• Only a scammer will tell you to buy 

gold



Scammers say to buy gift cards and 
give them the PIN

Advice for consumers
• Never buy gift cards because 

someone tells you to



What can banks do to disrupt fraud?

• Know the latest scams
• Share information about scams
• Train employees
• Develop relationships with law enforcement



Resources



ftc.gov/scams



ftc.gov/languages



For Older Adults



Free printed publications
• English: ftc.gov/bulkorder
• Spanish: ftc.gov/ordenar

Free Consumer Alerts by email
• English: ftc.gov/subscribe
• Spanish: ftc.gov/es/conectese



ReportFraud.ftc.gov/ReporteFraude.ftc.gov



IdentityTheft.gov/Robodeidentidad.gov



Contacts

Patti Poss
pposs@ftc.gov

Alvaro Puig
apuig@ftc.gov
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ABA Training Resources for Bankers
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ABA Online Certificates 

Certificate in Fraud Prevention
• Introduction to Fraud Management 
• Establishing a Fraud Prevention 

Program
• Types of Fraud and Prevention 

Strategies
• Operating a Fraud Prevention Program
• Maintaining a Compliant Fraud 

Prevention Program 
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ABA Online Certificates 

Certificate in BSA and AML Compliance
• Introduction to BSA/AML 
• Components of an AML Compliance Program
• SARs and Information Sharing
• Currency and Correspondent Banking Accounts
• Electronic Banking and Funds Transfer Activities
• Higher Risk Accounts and Activities
• BSA Requirements for Business Accounts
• BSA Requirements for Foreign Customers and Accounts
• International Partners in AML Policy
• Office of Foreign Assets Control (OFAC) for Compliance 

Professionals
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ABA Financial Crimes Certification

Certified AML and Fraud Professional (CAFP)



aba.com       1-800-BANKERS

CAFP Fills a Specific Industry Need

• Demonstrates holistic knowledge of the 
financial crimes lifecycle:

• AML
• Fraud
• Cyber-enabled crime

• Focuses on U.S. banking laws, regulations, 
and guidance.

• Experienced-based approach demonstrating 
ability to handle day-to-day situations. 



ABA Foundation Campaigns
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Free Financial Education Materials

Facilitator 
guides

Presentation 
slides

Handouts Social graphics Videos
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Register for free 
Aba.com/FinEd



Aba.com/BanksNeverAskThat



Staff Contact

Sam Kunjukunju

VP, Consumer Education

202-663-5418

Skunjukunju@aba.com
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Thank you!
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